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SET (stands for Secure Electronic Transaction) is a security specification designed to protect credit card transactions over the Internet, which runs above http application level. It’s a set of security protocols and formats that enables users to employ the existing credit card payment infrastructure on an open network in a secure fashion.

SET provides 3 services:

1) Secure communication channel among all parties involved;

2) Ensures trust by the use of digital certificates;

3) Ensures privacy by providing only essential information to required authorized parties according to their business needs only.

Key features of SET:

· Confidentiality of information (prevents merchant from learning cardholders credit card number and issuing bank from details of purchase by separation of data and use of DES algorithm);

· Integrity of data (guarantees that message content is not altered in transit by utilizing digital signatures with SHA-1 hash codes);

· Authentication of cardholder account information (through issuing banks authorization mechanism by utilizing digital certificates and signatures);

· Authentication of merchant (to verify that a merchant is registered with financial institution to accept credit card transactions by utilizing digital certificates and signatures).

Process of SET:

1. Customer opens credit card account;

2. Customer receives digital certificate signed by issuing bank;

3. Merchant obtains 2 personal digital certificates for 2 owned public keys – for signing messages and for key exchange, and copy of payment gateway public-key certificate;

4. Customer places an order by completing order form provided by merchants website application program;

5. Customer receives order placement acknowledgement with the copy of certificate to verify merchants registration with CA;

6. Customer sends order request and payment information along with customers digital certificate;

7. Merchant requests payment authorization through payment gateway to verify sufficient funds for this transaction;

8. Merchant receives payment authorization through payment gateway authorities;

9. Merchant confirms the order and provides requested goods and/or services to customer.

SET utilizes dual signature in order to separate Order Information from Payment Information which are intended to provide extra protection in terms of privacy, but be linked together in a way that can be used to resolve disputes if necessary.

DS=Ekrc[H(H(PI)||H(OI))]

DS-dual signature

E-encryption

Krc-customers private key

H-hash function

PI-payment information

PO-order information

SET includes various transaction types, such as:

Cardholder registration, merchant registration, purchase request, payment authorization, payment capture, certificate inquiry and status, purchase inquiry, authorization reversal, capture reversal, credit, credit reversal,  payment gateway certificate request, batch administration, error message etc.

Purchase request exchange consists of:

Initiate Request;


Customer sends info that includes brand of the credit card to use, ID of request and nonce used to ensure timeliness. This info will be used to obtain copy of payment gateway certificate and merchant certificate.

Initiate Response;


Customer receives Merchants signature certificate, payment gateway certificate, original nonce from customer plus another nonce for the customer to return in the next message, transaction ID for this purchase information. Customer verifies received certificates by analysis of CA signature and then creates Order Information and Purchase Information. Transaction ID assigned by merchant is placed in both OI and PI.  

Purchase Request;

Customer generates (randomly)  one-time symmetric key for encryption of Purchase Information,  Dual Signature and Order Information Message Digest. Digital envelope created by encrypting symmetric encryption key with payment gateway public key. Digital envelope must be opened (decrypted) first in order to successfully access any other information in these transactions. Merchant cannot read this payment related info without one-time symmetric key generated by customer and intended only for Payment Network Authority. Merchant will receive only Purchase Information Message Digest, Order Information, Dual Signature and Customer Certificate with public signature key of customer. Merchant will verify customers certificate by observing CA signature and decrypt dual signature using customers public key to acquire Purchase Order Message Digest. Then merchant compares this POMD with computed operation  H{H(OI)||PIMD}.This ensures that the order has not been tampered during transit and that it was signed with customers private key. 

Purchase Response.

This response includes acknowledgement block of order and references the corresponding transaction number. This block is signed by merchants private key and send to customer with merchants signature certificate. When this data received by customer, it is verified for merchants certificate and signature on the response block. Finally, customer’s software takes action based on the response (display info to user or update status of order in database).
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